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Kid’s safety and the Internet

With over half Australian homes having Internet Access
 and with the trend toward broadband Internet such as ADSL, it is increasing important to stop and consider how this new technology is being used in our homes and be aware of the potential dangers. 

As parents we already realise the influence that television has over the minds of our young children and as such we take action that protects our children from its negative influences. In fact out government institutes regulations limiting what can be shown and at what times, but what about the Internet? 24 hrs a day, 7 days a week, unfiltered sights and sounds. This article aims to out line some of the potential dangers and help keep our children from conforming ‘to the pattern of this world’. 

So what are the main issues of concern?

In the recent kidsonline@home
 report for the ABA (Australian Broadcasting Authority) 99% of parents viewed the Internet as beneficial to their children but 92% of Parents, and 89% of children, had at least one issue of concern with Internet, the number one issue being online pornography, followed by communication with strangers. 

Other issues include:

· Inappropriate content such as violent content, un-Godly content or obscene language.

· Inaccurate information. Because there are not the regular editorial checks, students need to be taught how to determine if the information that they are finding is accurate. Even adults need to be careful; I can recall a Christian article using comments supposedly from J. K. Rowling quoted from a web site called the Onion.com, which is a satirical site that creates parody news articles. 

· Phishing. Phishing involves misleading people into providing personal information, such as bank account details, by sending fake e-mails linked to websites that appear to be legitimate such as ‘spoofed’ e-bay, Amazon or an online banking site.

· Spam. Unsolicited electronic junk mail. In my experience spam usually contains material of a questionable nature. 

· Spyware. Software that covertly transmits personal information over the Internet without the users’ permission. Spyware may be installed secretly when a shareware or freeware package is installed. The information it collects is then used for marketing or advertising, though some Spyware may transmit credit card or bank details.  

· Hacking. Illegal access to a computer system.

· Viruses. These are self replicating software, loaded onto a computer system and run without the users’ knowledge. Viruses can by an annoyance or malicious.

What software are my children using?

There are a number of software packages that kid’s use to communicate over the Internet. The following are a brief list of them and how they might be a cause for concern for parents:

	Type of Software
	Examples of Names
	Areas of Concern

	Chat
	MSN, Yahoo Messenger, IRC, Skype.
	Internet chats are erroneously perceived as anonymous and untraceable. Therefore some individuals take advantage of this and communicate with others in a manner that they would not normally do. Cyber Bullying is not uncommon and I would recommend turning on chat logs to keep a record of conversations.

	File Sharing Software.
	Kazaa, LimeWire, BitTorrent, eDonkey, Azureus.
	File sharing software allows people to share files. The main areas of concern are the downloading of illegal music, movies, software, viruses and Spyware.

	Web Browsing
	Internet Explorer, Netscape, Firefox, Safari, Opera.
	The main concerns are accessing inappropriate material, downloading Spyware, viruses and protection of private information.

	E-mail
	Mozilla Thunderbird, Outlook, Apple Mail, Eudora.
	Areas of concern are Phishing, spam, viruses and privacy and personal information

	Newsreaders
	Netscape Naviagtir, Internet Explorer, Outlook, Groupwise, 
	Newsreaders allow you to read messages posted to Internet newsgroups. As with any information on the internet it can be inappropriate or inaccurate depending on what newsgroup you have subscribed to.

	Video and Audio Streaming, purchasing.
	Quicktime, RealAudio, Mediaplayer, VLC, Mplayer,

iTunes.
	Accessing inappropriate videos, music, podcasts and images are the main area of concern. Some of the software listed can apply parental controls on DVDs and content (such as iTunes).


What can parents do? 


Spyware, hacking and viruses

These three are the most common problems that people purchase software to combat. This software includes Internet security and antivirus software from companies such as Symantec(www.symantec.com.au) and McCafee (www.mcafee.com.au). These will handle most problems and are regularly updated over the Internet. Microsoft, the creator of Windows, is making a conscious effort to combat these concerns and has release security updates and provides Service Pack 2 with a firewall
 free of change.  Microsoft AntiSpyware
, which can be downloaded free from their web site, scans for and removes most known Spyware.  Keeping up-to-date with critical security updates for Microsoft Windows will also help to reduce security problems. (Of course you could always purchase a Macintosh, if that seems too difficult).

Web surfing and fun stuff 

Using the Internet can be a fun time of games, fascinating information and chatting to friends but because of its unregulated and seemingly anonymous nature it can be a minefield of dangers. It is no surprise to us as Christians that this new medium, one that allows people to hide behind the pseudo-anonymity of a computer screen, has been a haven for the most evil deeds, as Jesus says “Light has come into the world, but men loved darkness instead of light because their deeds were evil.”
. It is human nature to think that if no body knows about it, or is hurt, then it is OK, of course 1 Corinthians reminds us that there is a time coming when God will “bring to light what is hidden in darkness and will expose the motives of men’s hearts”
 and we need to remind our kid’s of this fact.

As such, particularly with younger children, the best advice for safe web surfing is to supervise them and make the time on the net a family activity. For those that are interested, on the school’s web site is a document that outlines how I set up a simple White List
 web filter on my Apple Macintosh for my daughter in preschool. (http://www.phcs.nsw.edu.au/parents/Safari.pdf).

For older children such as Middle and particularly Senior School students it becomes more difficult. The following are some things to keep in mind to help make using the Internet safer: 

· Place the computer in a heavy traffic area of the home such as the living room.

· Make sure your child is aware of the dangers of the Internet. And remind our kids that we are to “have nothing to do with the fruitless deeds of darkness,”

· Make them aware of Netiquette. Remind them to treat other online as you would in normal relationships.

· Monitor what your child is doing. For older students it is important to be able to communicate with them about what they do on line. Ask them about who they are talking to, what they talk about, what sites they are visiting and what they do on line. 

· Make them aware of Australian copyright laws
. It is not uncommon for older students to download illegal software, music and movies because that’s what everyone does.

· Don’t put bank details in an email. 

· If you receive an e-mail from a bank stating that they require you to login, it is probably a fake. Contact your bank and report the e-mail to the ABA
. Even if you think it is legitimate, do not click on the links provided in the e-mail, rather manually type in the URL of your bank. This also applies to any other sites such as e-bay and Amazon, it is always better to manually type in www.ebay.com.au rather than click on an e-mail link to what appears to be the same site.

· Have some guidelines on what is safe Internet use. Set some home rules.

Home rules might include:

· Don’t talk to people you don’t know. Let them know that someone who claims to be a 16 year old girl may in fact be a 40 year old man. Also don’t assume that because the site is a “Christian Chat Site” that all the people are Christian.

· Never give out personal information online, including your e-mail address. If they need to provide an e-mail address, have a second junk address. E-mails posted in a chat room or newsroom can be scanned and used by spammers.

· Leave chat rooms straight away when you feel uncomfortable. Encourage your children to let you know when they feel this way.

· Don’t open e-mails from strangers (I would go as far to say that even if you do know them, don’t open attachments unless you are expecting an attachment from them).

· If a deal looks too good to be true – it probably is!

· Check the credentials of web sites if they are using them for assignments. Remember to reference any sites you use just like you would a book.

· Keep passwords secret.

· Consider the use of a web filter. Filtering and blocking software
 work in a couple of ways:

· White Lists – All web sites are blocked and only those sites known to be appropriate and unblocked by you as a parent. Traditionally this method been deemed as more appropriate for younger students. For example, this is the method that we use in out Junior School. Teachers request for web sites to be unblocked that they deem as appropriate for the content and exercise that the wish to carry out.

· Black Lists – This method of filtering works on the reverse philosophy to White Lists; the Internet is unblocked and web sites known to contain content that is deemed inappropriate are blocked. The advantage is that the entire Internet is available for use but the disadvantage is that with over 8 billion web sites available on Google, there are always going to be millions of web sites that are not blocked and should be. Most of the software packages that filter using Black Lists contain a database of pre-screened web sites and allow the user to add their own sites to the ‘banned’ list.

· Content Filtering – This involves installing software that analyses each web site as it is accessed. The software filters web pages based on keywords or some other criteria, such as flesh tones in images. 

There are a number of software packages available, probably the better known being Net Nanny and Cyber Patrol. Some of the software packages can operate using a combination of the above methods. It is worth checking if your ISP (Internet Service Provider) is a member of Internet Industry Association (http://www.iia.net.au/) as these members abide by some voluntary regulations, one of which is to provide cheap, or free, Internet filtering software. For example Telstra Big Pond Members can download Net Nanny 5 at a discounted price.

Where can I find more information?

There are a number of sites that can provide more information on Internet Security. Below is a list of a few:

Australian Broadcasting Authority (ABA) regulates and investigates complaints regarding the Internet. The following link provides ways to make complaints about web sites, spam and Internet gambling.

http://www.aba.gov.au/contentreg/complaints/internet.shtml 

Cybersmart Kids (http://www.cybersmartkids.com.au/) is the ABA’s website providing information for parents and children is an easy to digest manner.

NetSmartz Kids (http://www.netsmartzkids.org/)

One useful website that addresses much of these issues, including more detail on how to deal with spam, making complaints, quiz’s, tips for kids as well as parents …… http://www.cybersmartkids.com.au 

NetAlert (http://www.netalert.net.au/)

The Australian Governments’ Internet safety advisory body. It provides useful information on a range of Internet security issues. Have a look at the link http://www.netalert.net.au/02530-Downloads.asp for downloads of information sheets on topics such as Cyber Bullying and Internet Safety Contacts.

CyberQuoll (http://www.cyberquoll.com.au/hub.htm)

CyberQuoll is part of the NetAlert CyberSafe Schools program and provides an Internet safety education program for primary students. Have a watch of the cartoons with your kids.

Netty’s World (http://www.nettysworld.com.au/)

Netty’s World is also a site developed by NetAlert and is aimed at parents and younger children aged 2-7.

I hope the information contained in this article has been useful. Please feel free to email me with any questions that you might have regarding your children’s safe use of the Internet. My email address is gneale@phcs.nsw.edu.au .

God Bless,

Gavin Neale

IT Faculty Head and Coordinator
Pacific Hills Christian School, Australia.

gneale@phcs.nsw.edu.au









� Nielsen/NetRatings Global Internet Trends Survey (GNETT), Q2 2004


� The kidsonline@home, Internet use in Australian homes, April 2005 report can be found on the ABA’s web site at � HYPERLINK "http://www.aba.gov.au/newspubs/internet.shtml" ��http://www.aba.gov.au/newspubs/internet.shtml�. 


� A firewall is a system to restrict access between one network and another. Usually to restrict access from a public network such as the Internet and a private network such as our school network.


� � HYPERLINK "http://www.microsoft.com/athome/security/spyware/software/default.mspx" ��http://www.microsoft.com/athome/security/spyware/software/default.mspx� 


� John 3:19 (NIV)


� 1 Corinthians 4:5 (NIV)


� Method of blocking web sites. See later in this document for more information.


� Ephesians 5:11


� � HYPERLINK "http://www.copyright.org.au/publications/infosheets.htm" ��http://www.copyright.org.au/publications/infosheets.htm� 


� � HYPERLINK "http://www.aba.gov.au/contentreg/complaints/internet.shtml" ��http://www.aba.gov.au/contentreg/complaints/internet.shtml� 


� If you would like to find out more information on the types of software and their features; have a look at the 2001 CSIRO paper prepared for the ABA (Australian Broadcasting Authority) called “Effectiveness of Internet Filtering Software Products” where these software packages have an extensive analysis. If you have web access it can be downloaded at � HYPERLINK "http://www.aba.gov.au/newspubs/internet.shtml" ��http://www.aba.gov.au/newspubs/internet.shtml�. The article is Windows based so Macintosh users will need to look elsewhere for blacklist filtering software such as “BumperCar” but are already supplied with a White List filtering option if they are using Apple’s latest operating system 10.4 (Tiger). Have a look at the following web site about how I set this up for my daughter Jennah (3 Yrs), http://www.phcs.nsw.edu.au/parents/int/mac_tutorial.html








